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Abstract

The first three sections of this document provide a set of specific technical criteria that M5T
advises to use when evaluating a multiple user agent SIP stack.

Each condition is as specific as possible, with the goal to minimize the interpretation of the
evaluation items that each stack vendor can have. This ensures that each stack offering is
evaluated based on the same standards set by the user.

It is important to notice that even though SIP is primarily used for session management, there is
a whole set of additional requirements that must be taken into account when evaluating a user
agent SIP stack with integrated security. It is not enough to secure the SIP signaling path,
additional security mechanisms like SRTP, MIKEY, S/IMIME and much more must be available
to secure the whole system. It is important that these mechanisms be available from the SIP
stack vendor, as using different vendors for these would incur unacceptable code size overhead
and possible incompatibilities.
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Definitions and Terms

SIP-UA Stack

A SIP solution that can be used to build a SIP product that acts as a SIP User-Agent. This
should not only include SIP endpoints but also registrars, redirect and back-to-back SIP user
agents.

Feature
A property or behavior that a SIP-UA Stack can have. Usually relates to SIP RFCs and
Internet-Drafts or specific part thereof.

Supported Feature
A feature that can be implemented by using the SIP-UA Stack that states the support of the
feature. This does not mean the service logic is provided with the SIP stack for this feature.

Service Logic

The actual intelligence required to provide a specific feature. Service logic can be coded into
the SIP-UA Stack itself (see Provided Service Logic) or it can be coded into the application by
using the SIP-UA Stack.

Provided Service Logic
The service logic provided with a SIP-UA Stack, which provides “out-of-the-box” support of a
feature.

Code Size

The sum, in bytes, of the size of some or all SIP-UA Stack components after they are compiled
into object code. This is the size required to simply store the SIP stack into non-volatile
memory without compression (flash memory, hard-disk, etc) In order to compare the code size,
the CPU on which the code has to be compiled must be defined.

Footprint
See Code-Size.




Section 2 presents important technical criteria that M5T recommends to consider when
evaluating User-Agent SIP stacks. Each criterion is described with the following sections:

Number and Name
Criterion’s number and name.

Description
Complete description of the criterion, including what functionalities, features and attributes to
look for in the implementation.

Rationale
Explains why this criterion is important.

Section 3 presents conformance tables where SIP User-Agent stack providers can detail how
their SIP offering is in conformity with the criteria described in section 2.

Section 4 presents additional operational criteria that do not have associated conformance
tables, as these are often “Yes or No” or higher level criteria that are based on the operational
merit of the SIP stack implementation. These criteria may determine the quality of the application
or products built with the stack, along with its ability to contribute or assure secure
communications and the level of interoperability with third party systems, applications and
products.
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The SIP-UA Stack must provide the service logic for the basic SIP mechanisms defined in RFCs
3261, 3263, and 3264. The following basic SIP service logic must be provided:

SIP packet parser and packet generator
SDP payload parser and payload generator
Transaction management
0 Automatic retransmission management (sending retransmissions)
0 Automatic detection of retransmissions (receiving retransmissions)
o Transaction timeout detection and notification
Connection management
0 Automatic connection establishment by the stack to send packets
0 Automatic reuse of existing connections
0 Automatic management of existing connections to remove unused connections
Destination management
o Finds where a packet must be sent according to request-URI, Route or Via
0 Automatic transport selection through NAPTR queries
o0 Automatic destination selection through SRV and A queries
o0 Automatic failover to other destination found in SRV response when previous
destination is unreachable
Automatic Route management
Sessions/dialog management
o0 Automatic management of dialog state established with INVITE
0 Automatic request merging management (receiving the same request from
different proxies)
o0 Automatic request forking management (receiving multiple 1xx and 2xx
responses from different peers after sending an INVITE)
Registration management
o0 Automatic management of registrations timeouts
Authentication management
0 Automatic inclusion of user credentials when required

Rationale

These three RFCs are at the core of the SIP protocol. The service logic described above defines
minimal requirements for SIP user-agents that are in conformity with the RFCs; these SIP user-
agents can be used in a wide variety of systems and deployments.

Receiving the above service logic with a SIP-UA stack ensures faster integration time, as they
don’t have to be recoded at the application level, and less interoperability problems, as these
services will have been tested by the SIP stack provider.
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The SIP-UA stack must provide not just the proper and easy to use APIs to allow the application
to code the proper service logic for specific features; it must also provide itself as much service
logic as possible.

Service logic that today is considered a must includes:

Reliable 1xx responses service (RFC 3262 service logic)
Refer service (RFC 3515 service logic)

Transfer service

Session-Timers service

IM service

Presence service

Message Waiting Indication (MWI) service

SIGCOMP service

Any additional service logic provided is always beneficial. However, the SIP-UA stack must offer
a mechanism that allows the selection of what service logic is included in the software build.

Rationale
Features based on service logic provided with a SIP-UA stack have the following benefits:
Minimized feature coding, as it does not have to be coded at the application level,

Maximized interoperability, as the feature will already have been tested with other
implementations by the stack vendor;

Minimized maintenance, as problems found with this feature are fixed by the stack
vendor and not the application developer.

Moreover, requiring that the provided service logic be easily removable from the application build
allows memory-restricted devices and applications to configure the stack to use only the
modules that are needed or, in other words, minimize the amount of memory for services that
are actually being used. This feature cannot be enough overstressed since it is one of the main
tool to optimize code-size.
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The SIP-UA stack must provide alternative mechanisms or extensions that allow the application
using it to change or update the behavior of the provided basic SIP mechanisms and service
logic.

The following items are of importance:

Target resolution override:  Allows the application using the stack to access the list of
destinations where a SIP packet can be sent, and permits the modification of this list in
any way the application wishes.

Transmission timeout configuration: Allows the application to configure the various
timers defined in table 4 of RFC 3261.

Application pre-parsing:  Allows the application to see the raw SIP data that is received
by the stack before it is actually parsed. This allows updating the received data and
assuring it conforms to the RFC.

Dialog information access and modification: Gives full read/write access to the SIP
dialog information (Call-ID, From, To and their parameters, CSeq, Contact) before and
after a dialog is established.

Other automated actions:  Such actions taken by the stack should provide mechanisms
that allow the application to override or change this behavior.

Rationale

Flexibility is important to interoperate with SIP products of third parties that do not or may not
correctly follow the various SIP standards. Moreover, some specialized systems define
additional restrictions over the SIP standard which requires the SIP-UA stack to be quite flexible
in order to meet these additional restrictions.

Flexibility allows SIP application developers to easily and quickly adapt to various situations
without unnecessary round-trips with the SIP-UA stack provider.
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The SIP-UA stack must support extension mechanisms which allow application developers to
implement new or proprietary SIP extensions without having to rely on the extension’s service
logic being present in the SIP stack.

The following extension mechanisms are necessary:

SIP requests: The SIP-UA stack must allow the application to send any type of SIP
request, even if not defined in an RFC or internet-draft. The SIP-UA stack must also
allow the application to receive and pass to the application such SIP requests that are
not recognized by the stack.

SIP status responses: The SIP-UA stack must allow the application to send any type of
SIP status response, even if not defined in an RFC or internet-draft. The SIP-UA stack
must also allow the application to receive and pass to the application such SIP status
responses that are not recognized by the stack.

SIP headers: The SIP-UA stack must allow the application using it to support new SIP
headers that are not directly supported by the stack. The application must be able to
include new headers and their values per request and response the stack sends. The
SIP-UA stack must also somehow give to the application any unrecognized SIP headers
it has received with a SIP packet.

Payloads: The SIP-UA stack must allow the application to send any type of payload with
any SIP packet sent. The SIP-UA stack must also give access to any SIP payload it
receives with a SIP packet.

URI scheme support: The SIP-UA stack must somehow allow the application to define
its own URI schemes to support. It must support sending and receiving new URI
schemes.

Rationale

There are many existing SIP extensions, and application developers cannot expect SIP stack
providers to immediately provide the service logic for all new extensions that are defined as work
in progress. However, the SIP stack provider must recognize that developers and/or applications
using its SIP stack sometimes have to quickly support such extensions.

These extensions mechanisms generally allow application developers to integrate new SIP
service logic without having to wait for this to be integrated into the SIP-UA stack.
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The SIP-UA stack that provides service logic for specific SIP features must also be able to offer
a solution for using updated service logic while still retaining backward compatibility with the
older service logic.

Ideally, the SIP-UA stack will provide a dynamic mechanism where the application using the
stack can choose at run-time the service logic “version” to use. Ideally, this version must be
configurable dynamically per SIP session or dialog.

Rationale

It happens quite often that a SIP product is deployed while implementing a SIP feature that is
based on an IETF internet-draft or on an RFC that is still evolving. The evolution sometimes
breaks the backward interoperability of the feature, which can be a problem for products that
either cannot be upgraded or that support multiple software loads, each supporting a different
version of the SIP feature. The only way to keep the different versions of the products
interoperable is to make sure the new product somehow still supports the older version of the
SIP feature. This can be a problem within a single line of product; it is even more problematic for
service providers integrating different products that must all correctly interoperate together.
Products that offer a smooth upgrade path to updated features while keeping the interoperability
with other products have a key advantage over products that force updates of features with new
software loads.

Offering a dynamic mechanism for selecting the service logic version to use allows application
developers to create a single software build that can then be configured at run-time. A static
mechanism (like #define) to select the service logic version is usually too limited, as it requires
the application developers to create and maintain multiple software loads.

Offering a mechanism that can be configured per session or SIP dialog allows an application to
use a specific service logic version when communicating with a specific endpoint, while still
being able to simultaneously communicate with other endpoints that are using other service
logic versions.

Industry Specific

Since many systems are running the M5T SIP and Security software, the SIP-UA Stack must
interoperate in features and applications with the M5T SIP-UA and the M5T Security solutions.
Furthermore, it must be ensured that applications can be used as they are written now, therefore
avoiding the long process of rewriting and recertifying applications

Finally, the interoperability with the currently used M5T SIP-UA SAFE and M5T SAFE Security
solutions in general is a must. Otherwise, applications may have to be re-written and the
comprehensive and advanced security solutions currently implemented (at the signaling level as
well as at the content level) cannot be optimally leveraged to assure a secure signaling and
multimedia traffic as it is currently the case.
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The SIP-UA stack must provide the following security mechanisms for SIP:

TLS over TCP
0 Server certificate validation
o Providing server certificate
o Client certificate validation
“sips” URI support
Digest authentication
o auth and auth-int support for Quality of Protection (qop)
0 MD5 and MD5-sess algorithm support
Additionally, the ability to support different TLS stacks is mandatory if the product using the SIP-
UA stack already integrates a TLS stack.

Moreover, additional security software modules should be available from the stack vendor:

Kerberos authentication for SIP
S/MIME for SIP

SRTP/SRTCP

MIKEY

Rationale

A SIP-UA stack must not only be evaluated for the SIP features it offers, but it must also
integrate a minimal set of security features. The information above defines a basic set of
mechanisms for securing SIP signaling and SIP communications. These are currently deployed
and used as security mechanisms.

Having the ability to support different TLS stacks makes it possible for the SIP-UA stack to re-
use any TLS stack already available in the product without negative impact on code size.

Although sometimes not directly related to SIP, the described additional security software
modules are components that should ideally be available from the SIP stack vendor. The
industry is moving towards these solutions to further secure their SIP networks (signaling and
payload). Therefore, by using the same provider for SIP and Security one can ensure a much
smaller cumulative code size with better service logic integration.

Industry Specific
Developers should ensure that any of its VoIP equipment supports at least Transport Layer

Security (TLS) and HTTP Digest authentication, as this is now becoming the industry baseline.
In addition, developers should ensure that the media stream transmitted securely over SRTP to




avoid snooping and other forms of attacks. Finally, all this security together should not unduly
increase the footprint of the applications. M5T's offered solutions of a common Framework
avoids such compounding increase of the footprint.

It is also recommended that developers consider using STUN with TLS for devices that require
NAT and firewall traversal.

Finally, it is important to note that Proxy Servers, redirect Servers and registrars must also be
secured and that the above mechanisms apply to such servers as well. To be secured, these
servers require, as a minimal implementation, digest authentication and TLS support with mutual
and one-way authentication.

By using the same Framework for SIP-UA and SIP-Proxy as proposed by M5T, these security
requirements are automatically covered.
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The SIP-UA stack must be portable to different Operating Systems and CPU platforms. The
stack must be delivered with the support of desktop OS (Windows, Linux) and possibly one or
more embedded OS such as VxWorks, Windows CE or Symbian.

Rationale

The support for a desktop OS is necessary, even when the final product is for an embedded OS.
This allows the creation of the application on the desktop OS which generally offers better
debugging support than what is found on embedded platforms. The application can then be
ported on the embedded OS when stable on the desktop OS.

Moreover, it can quite often be the case that an updated version of a product changes hardware
and Operating System, often to reduce costs. It is thus important to allow the migration of the
application and the SIP stack it uses to this new platform and Operating System.

Using a different SIP stack in such a case generally requires a major rewrite of the application
software along with complete re-testing. Re-using the same SIP stack minimizes application re-
writes and testing cycles and therefore reduces the time to market for new applications and
products.
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The SIP-UA stack must meet the code size requirement of the application. However, the
important aspect of a stack size is to be able to measure it. To compare multiple SIP stacks the
same baseline must be used for all of them; otherwise the numbers cannot really be compared,
as they can have been generated with different compilers for different platforms. The following
defines the common baseline:

CPU architectures: All code size evaluations must be provided for MIPS and Intel x86
CPU architectures for Linux.

MIPS compiler to use: GNU GCC v3.3
Intel x86 compiler to use: GNU GCC v3.3
Compiler option to use:  -Os (optimize for size)

Code size calculation instructions: Must be done with the size utility provided with
the GNU binutils. size must be called on each object file resulting from the compilation
of each source file of the SIP stack. The total size of the SIP stack is the sum of all
“text ", “.data " and“rodata " sections from all object files.

Minimal size: Provide code size for a minimal stack that only provides service logic for
making a basic INVITE/200/ACK call. The following service logic must also be included:
DNS NAPTR/SRV queries with failover, transaction management (retransmissions), and
connection management with UDP and TCP support.

Maximal size: Provide code size with all service logic, excluding the TLS stack.
TLS size: The size of the TLS stack usable by the SIP stack.

Rationale

Many SIP devices that require a SIP-UA stack are embedded devices that often run on a RISC-
based CPU, like the MIPS CPU. This information is really useful to avoid surprises, as a stack
compiled for a RISC-based CPU will be larger than the same stack compiled for a CISC-based
CPU, like the Intel x86 CPU.

The GCC compiler is also quite often used for embedded devices. Unfortunately, it is a compiler
that usually does not offer good code-size optimization. Comparing the size of all SIP stacks
when compiled with this compiler will generally yield a worst-case scenario that is useful for
hardware design planning.

The minimal size is useful to see how small the SIP stack can get, but developers must
remember that they may have to implement more service logic into their application under such
a case.

The maximal size is also useful for worst case scenarios. The TLS stack size is excluded, as
often a TLS stack that is already used by the application can be reused by the SIP stack (i.e.: if
the application uses an integrated web browser with TLS support, the SIP stack should also
reuse this TLS stack, which does not make the stack any larger).




The TLS size is useful for a complete stack size evaluation with TLS security that has not been
factored from an external module.

Developers comparing the code size of various SIP stacks must carefully take into account the
provided service logic with each stack. The provided service logic will inevitably make the SIP
stack larger, but will make the application smaller and easier to implement.
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The SIP-UA stack must be delivered with the following conformance documents:

RFC 3261 — SIP conformance
RFC 3263 — Locating SIP servers conformance
RFC 3264 — SDP Offer-Answer conformance

Any additional conformance documents are also useful.

Conformance documents must provide the following information for each “MUST”, “MUST
NOT”, "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT",
"RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" found in the RFCs:

Is this conformance item automatically handled by the stack?

o If yes, how exactly? Stack behavior should be described as much as possible.
Is it the application’s responsibility to follow this conformance item?
Is it a mix of both the application’s responsibility and the stack’s responsibility to follow
this conformance item?
If the conformance to this item is in part or in whole the application’s responsibility, then
what must be done to ensure conformance?

Rationale

The above three RFCs constitute the core of the SIP protocol, and it must be clear for
application developers using the SIP stack how closely it follows these RFCs.

The conformance documents have a really important value to application developers. First and
foremost, it provides application developers with a real conformance statement for the SIP stack.
A one line conformance statement cannot do justice to more than a thousand conformance
items found in RFC 3261. A detailed document is required.

Second, it provides a really detailed view of what has to be done by the application in order to be
in conformity with these specific RFCs. Each SIP stack offers some service logic that takes care
of some conformance items, while other items have to be handled by the application. It is
impossible for an application developer to know exactly what is taken care by the stack without
such a document.

Third, the conformance document offers a lot of precisions as to the behavior of the stack. Even
for items that are in conformity, there is usually a lot of headroom that allows different SIP stacks
to meet conformance items in very different ways. The conformance document should highlight
the stack behavior.

Fourth and last, this kind of document also greatly helps creating conformance documents for
products using the SIP stack. Developers just have to review conformance items that have to be
taken care of by the application and document the possible non-conformances.

%
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The SIP-UA stack must share mechanisms with a SIP-Proxy server stack. It must be possible to
concurrently run a SIP User-Agent and a SIP-Proxy in the same system. It must be an
application developer’s decision (and not an architectural limitation) to define whether a packet
is handled as a proxy or as a UA.

It is important for such a system to work seamlessly and that the API of the SIP-UA and the API
of the SIP-Proxy be (as much as possible) the same.

Rationale

This strategic criteria is a must when developing products that require proxy functionalities.
Having developers that have used the SIP-UA stack work with the same mechanisms and APIs
for creating a SIP-Proxy application really reduces the learning curve, allows for a faster
development and therefore reduced time to market and reduces the footprint of the overall
applications.
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Criteria
Conformance

DX All described basic SIP mechanisms are implemented and provided with the
SIP-UA stack.

[] Some of the described basic SIP mechanisms are implemented and
provided with the SIP-UA stack. Non-implemented mechanisms can be
implemented by the application using the stack. Detail in the notes section
which mechanisms are provided and which are not.

] All or some of the described basic SIP mechanisms are supported but not
directly provided with the SIP-UA stack. Detail in the notes section which
mechanisms cannot be supported.

Notes

MS5T offers an advanced set of easy to use, object-oriented APIs that, with the
provided basic SIP mechanisms, really speeds-up the development of new
products and eases the maintenance of products built with M5T SIP-UA SAFE.
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Criteria
Conformance

DX All described service logic is implemented and provided with the SIP-UA
stack. Service logic unused by the application can easily be removed from the
software build to make the resulting footprint smaller. Detail in the notes section
additional service logic that is implemented and provided with the SIP-UA
stack, as well as how the service logic is removed from the build.

[ ] All described service logic is implemented and provided with the SIP-UA
stack. All service logic is always included in the software builds. Detail in the
notes section additional service logic that is implemented and provided with the
SIP-UA stack.

[ ] Some of the described service logic is implemented and provided with the
SIP-UA stack and can easily be removed from the software build. Non-
implemented service logic can be implemented by the application using the
stack. Detail in the notes section which service is not implemented and any
additional service logic that is implemented and provided with the SIP-UA
stack. Detail in the notes section how the service logic is removed from the
build.

[ ] Some of the described service logic is implemented and provided with the
SIP-UA stack and is always included in the software build. Non-implemented

service logic can be implemented by the application using the stack. Detail in

the notes section which service is not implemented and any additional service
logic that is implemented and provided with the SIP-UA stack.

(] All or some of the described service logic are supported but not directly
provided with the SIP-UA stack. Detail in the notes section which service logic
cannot be supported.

Notes

Generic service logic for SUBSCRIBE/NOTIFY is provided.

M5T SIP-UA SAFE offers a modular service logic approach. The specified
service logic is clearly defined in separated classes that can be removed from
the application’s build by simply not including the header and source file in the
build. For example, if the application does not need the Reliable 1xx service
logic, then it simply has to remove the CSipReliableProvisionalResponseSvc.h
and .cpp files from the application build.
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Criteria DX All described flexibility mechanisms are available in the SIP-UA stack. Detail
Conformance | in the notes section additional flexibility mechanisms that are available.

[] Some of the described flexibility mechanisms are available. Detail in the
notes section which are not available and any additional flexibility mechanisms
offered by the stack.

[ ] None of the described flexibility mechanisms are available. Detail in the
notes section additional flexibility mechanisms that are available.

Notes M5T SIP-UA SAFE has a built in flexibility that allows it to interoperate with SIP
applications and products from third parties even if such applications and
products do not stringently follow the standards
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Criteria X] All described extension mechanisms are available with the SIP stack. Detail
Conformance | in the notes section any additional extension mechanisms offered by the stack.

[ ] Some of the described extension mechanisms are available. Detail in the
notes section any additional extension mechanisms offered by the stack.

[ ] None of the described extension mechanisms are available. Detail in the
notes section any additional extension mechanisms offered by the stack.

Notes M5T has included these extension mechanisms in its SIP architecture. In the
past this has allowed developers to shorten the time to market for new
products.
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Criteria
Conformance

X The stack offers a backward compatibility mechanism where different
service logic versions can be associated dynamically (at run-time) with a SIP
session or dialog. The mechanism allows for no code-size increase when only
one service logic version is required. Detail in the notes section how the
backward compatibility mechanism works.

[ ] The stack offers a backward compatibility mechanism where different
service logic versions can be associated dynamically (at run-time) with a SIP
session or dialog. All service logic versions are always included in the software
build. Detail in the notes section how the backward compatibility mechanism
works.

[] The stack offers a backward compatibility mechanism where different
service logic version can be configured at compile-time for all SIP sessions or
dialogs. Detail in the notes section how the backward compatibility mechanism
works.

[] The stack offers no backward compatibility mechanism built-in. Detail in the
notes section how this can be achieved by the application using the stack.

Notes

The modular service logic architecture described in table C-2 also allows M5T
SIP-UA SAFE to dynamically support more than one version of a service at
run-time.

When a new SIP session is created, the application can dynamically choose
which service to make active on this session. As an example, M5T SIP-UA
SAFE offers multiple versions of the transfer service, since this is a feature that
is not yet fully standardized. The application can dynamically choose the
transfer service it must use to correctly interoperate with another, possibly
older, SIP product.

When modification to existing service logic is required, M5T ensures backward
compatibility by creating a new version of the service logic instead of modifying
the existing one. The application then can choose which version of the service
logic to use and remain fully backward compatible.
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Criteria
Conformance

DX The SIP-UA stack provides the service logic for all of the described SIP
security mechanisms. Detail in the notes section how the mechanisms can be
disabled to save on code size. Also detail any additional security mechanisms
that are integrated with the stack and any additional software modules that can
be provided for securing SIP networks.

[ ] The SIP-UA stack provides the service logic for some of the described
security mechanisms. Detail in the notes section which mechanisms are not
provided and how they can be integrated by the application. Detail in the notes
section how the mechanisms can be disabled to save on code size. Also detail
any additional security mechanisms that are integrated with the stack and any
additional software modules that can be provided for securing SIP networks.

[] None of the described security mechanisms are integrated into the stack,
but the application can implement them through extension mechanisms. Detail
in the notes section how exactly the application can integrate such
mechanisms.

Notes

Some mechanisms can be disabled by simply removing the files containing the
service logic while some other mechanisms are disabled or enabled through a
#define.

M5T SIP-UA SAFE currently also supports Kerberos authentication. M5T also
provides a complete SRTP/SRTCP implementation, M5T SRTP that is based

on the same framework as M5T SIP-UA SAFE and that can be used with M5T
RTP component or with any other RTP stack from any vendors. M5T MIKEY,
an RFC 3831 compliant component, delivers security parameters and security
agreement mechanism solution to be used in conjunction with M5T SRTP.
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Criteria Detail in the notes section which operating systems the stack has been ported
Conformance | to and tested on. Detail on which CPU platform the stack has been tested on
(Intel x86, MIPS, ARM, etc).
Detail how much effort (in developer days) is required to port the stack to a new
operating system.
Notes

Operating Systems: Windows, WindowsCE, Linux, VxWorks, eCos,
CPU platforms: PPC, Intel x86, MIPS, ARM.

4-6 weeks to support additional operating systems.
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Criteria Minimal size for MIPS platform: [Answer]

Conformance
Maximal size for MIPS platform: [Answer]
TLS stack size for MIPS platform: [Answer]
Minimal size for Intel x86 platform: [Answer]
Maximal size for Intel x86 platform: [Answer]
TLS stack size for Intel x86 platform: [Answer]

Notes MS5T has developed its SIP stack and security components (M5T SAFE product

line) on one and the same Framework. This architecture has allowed for an
optimization of the code size for systems using SIP and Security features
(which today has become the norm). Furthermore, as discussed previously,
MS5T has developed its SIP and Security solutions in such a way that modules
which are not required by the application must not be compiled, reaching out to
another code size optimization of material importance.

For M5T SIP-UA SAFE v4.0, the major requirement was to heavily reduce the
code size it uses and it was successfully achieved.




) #

*

Criteria X] Detailed conformance documents for RFC 3261, 3263, and 3264 are
Conformance | provided with each conformance item clearly documented. Detail in the notes
section any additional conformance documents and statements available.

[] High-level conformance statements for RFC 3261, 3263 and 3264 are
provided with a written guarantee of conformity. Detail in the notes section any
additional conformance documents and statements available.

[] No conformance statement is provided.

Notes

%
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Criteria X The SIP-UA stack as provided can equally be used for building a SIP-UA or

Conformance | a SIP-Proxy device. Detail in the notes section which SIP server service logic is
provided.
[] Additional software components are available which re-uses the
mechanisms and APIs available in the SIP-UA stack. Detail in the notes section
which SIP server service logic is provided.
[] Additional software components are available but they do not re-use the
mechanisms and APIs available in the SIP-UA stack. Detail in the notes section
which SIP server service logic is provided.
] No server upgrade path is available.

Notes Service logic for stateful proxy forwarding and stateless proxy forwarding are

included.

Provided sample application also provides framework for user and location
databases.

As has been mention before, M5T has built the SIP-UA SAFE and the SIP-
Proxy SAFE on the same SIP Core and the same Framework. This allows for a
great flexibility and makes the securing of IP communications at the end-point
as well as at the Server level more efficient.




AC-1 — Recognized Leadership

The chosen SIP and Security technology provider must be a recognized leader in signaling
security techniques as well as in securing multimedia content.

AC-2 — Common Architectural Framework

Additional products provided by the chosen SIP supplier must be based on the same
architectural code base as the one used by the SIP stack. This is to ensure a common API base
and minimize code size.

AC-3 — Existing Cooperation and Coordination

The chosen SIP and Security provider must have a proven track record to be able to coordinate
(on a SIP and Security bases) worldwide and to assure interoperability of applications and
developed SIP products. This is required to keep time to market of new products and
applications to a minimum and to avoid costly, time consuming and difficult to coordinate
interoperability test.

AC-4 — Proven Interoperability

The chosen SIP supplier must assure industry wide interoperability through regular participation
at SIPit and through market share with large systems vendors (and their ecosystem), as well as
all major softswitch vendors, etc.

AC-5 — Multi-Level Interoperability

The chosen SIP and Security supplier must not only be interoperable at the SIP signaling level,
but must also stay compatible at the API level with existing applications and products. This is
required to avoid having to rewrite existing SIP applications and adapt to deployed network
security elements.

AC-6 — Compatibility with Product Roadmap

The chosen SIP and Security provider must have a product roadmap that meets the SIP and
Security requirements of existing and planned products and applications and must be able to
reasonably adapt its product roadmap accordingly.

AC-7 — Technical Support

The chosen SIP and Security provider must manage a technical support center which is able to
respond within 24 hours to requests regarding bug fixing, integration questions, customization
requirements etc.

AC-8 — Documentation

The chosen SIP and Security provider must offer comprehensive documentation that minimizes
the requirements for level 1 and level 2 supports within the industry and with the vendor. This




avoids unnecessary communication round-trips and allows the enterprise to be more proactive
when supporting their own customers.

AC-9 — Roadmap sharing

The chosen SIP and Security provider must have a proven track record of being able to hold
semiannual roadmap meetings and consistently adapt new upcoming requirements in its product
roadmap

AC-10 — Access to New Versions

The chosen SIP and Security provider must deliver new versions as part of the original license
agreement. It must not be necessary to separately negotiate a new or updated license
agreement for new versions.

AC-11 — APl and Behavior Stability

Will New Releases and New Versions change the API? How are the APl and behavioral
changes of the SIP stack documented? These are critical questions that can affect the efficiency
of PM and R&D teams. M5T’ strategy has always been not to change API’s for New Releases
and not to request its customers to re-write applications when New Versions are released.

AC-12 — SIP-UA Stack in C++

M5T recommends, for the reasons mentioned below, that the SIP-UA Stack and the SIP-Proxy
Stack be developed in C++ code.

The C++ language has evolved from Classic C and shares a very large subset of the C99
features that is also a direct descendant of Classic C. For sure, there are incompatibilities like
variable length array (VLA) available in C99 or bool built-in type with C++. However, with little
effort a C++ library can be used in a C environment and vice versa. This is due to the unofficial
design policy stating: “As close as possible to C, but no closer.”

There is generally no argument when comparing C++ features against C features. They offer
different programming models, but also common features. In addition, they share important
concepts such as:

Built-in operations close to the machine and efficient;

Built-in data types close to the machine and efficient;

No built-in operations on composite objects;

Keep the language simple, don’t do in the language what can be done in a library;
The standard library can be written in the language itself.

Modern C++ compilers are mature and produce efficient code. Many modern operating systems
use that language natively. The Symbian Platform supports C++ and Java to build software
application. Symbian uses GNU C++ compiler for cross compilation on ARM while WindRiver
uses GNU C++ compiler in the Tornado environment. Even Texas Instrument supports C++ for
DSP development with Code Composer Studio.




Code size can be controlled very well in C++ and is therefore comparable with C in this regard.
As with any programming language, care must be taken to avoid code bloat, unnecessary
architecture overhead and bad programming practices. M5T’s expertise in C++ allows the
development of code-size optimized software modules while offering advantageous object-
oriented APIs.

In the current computing environment, processor speeds have increased considerably but
memory access speeds haven't kept pace. In such a scenario, the cache hit ratio of an
application plays a very important role in determining application performance. In general this
turns out to be an advantage for programs written in C++. With C++ code and data locality of
reference is much better than C, as all the class code manipulating object data is located
together. Also all object data is located at one place. In C code and data are scattered all over
the place. Thus a C++ program should offer a better locality of reference than a C program.




